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Bayes’ Theorem tells you how to update what you believe when new evidence arrives. It’s the formal
answer to a deceptively simple question: given what I just observed, how should I revise my estimate
of what’s true? The result is a single equation that powers spam filters, medical diagnostics, courtroom

forensics, search engines, A/B test analysis, and the entire field of Bayesian statistics.

Most people wholearn Bayes’ Theorem stop trusting raw test results and start asking the better question,
what’s the actual probability, given the base rate? That mental shift is worth more than any individual
application. Once you internalize how priors and likelihoods combine, you’ll catch reasoning errors in

news articles, business decisions, and scientific claims that the rest of the room misses entirely.

BAYES' THEOREM

PROBABILITY TREE EXAMPLE

Example scenario: A coin is selected, then flipped.
Let: H = the coin is fair
B = the coin is biased (P(H)=0.6, P(B)=0.4)
E = the flip shows Heads
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KEY IDEA: | Bayes' Theorem updates our belief (prior)

using new evidence fo get an updated belief (posterior).

0.8 Heads (E) 0.42

0.4 B =08
(Biased) Tals (£9) 042

0.2 ails ¥ 6,08

[ Total evidence: P(E)=0.30 + 0.32 = 0.62 ]

{ ~\ e N
EXAMPLE 1: COIN (CONTINUED) EXAMPLE 2: DIE PHIE) P(E|H) P(H)
Given: P(H)=0.6, P(B)=0.4 A die is rolled and an even number is observed (E). & P(E)
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Bayes’ Theorem formula and probability tree diagram modern textbook illustration

The Formula in Plain English

For a hypothesis H and evidence E:
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1000 people

10| 50 940

truly false

sick | positives test negative

i
all test positive

The 1% disease, 99%-sensitive test as head counts (blocks not to scale): of the 60 positives, only 10 are truly sick.

P(E|H) - P(H)

P(H|E) = 5

Each piece has a name and a job. Memorizing the names makes the formula stop feeling like algebra and

start feeling like a recipe.

The denominator usually expands using the law of total probability:

P(E) = P(E|H)P(H) + P(E|~H)P(—H)

That expansion is what turns Bayes’ Theorem from an abstract identity into a calculator-friendly proce-

dure.

Worked Example: A 99% Accurate Test

A disease affects 1in 1,000 people. A test is 99% accurate, meaning it returns a correct positive 99% of

the time and a correct negative 99% of the time. You test positive. What'’s the probability you actually
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have the disease?

The intuitive guess is 99%. The real answer is closer to 9%. Here’s the calculation:

P(+|D) - P(D)
P(+|D)P(D) + P(+|~D)P(—D)

P(D|+) =

The base rate dominates. When the condition is rare, even a highly accurate test produces mostly false
positives because there are simply more healthy people than sick ones in the testing pool. For every
100,000 people tested with this prevalence: 99 sick people get a positive (true positives) and 999 healthy
people get a positive (false positives). Total positives = 1,098. Of those, only 99 actually have the disease,
about 9%.

Thisisthe central practical lesson of Bayes’ Theorem. The accuracy of a testalone tells you almost nothing
about what a positive result means. You need the prevalence, the false positive rate, and Bayes’ Theorem

to put them together.

0.99 x 0.001 _ 0.00099

= ~ 9%
(0.99)(0.001) + (0.01)(0.999) ~ 0.01098

P(D|+) =

Worked Example: Spam Filtering

Email spam filters are textbook Bayesian classifiers. The hypothesis: "this email is spam.” The evidence:

a particular word like "viagra” appearing in the body.

Suppose 30% of all email is spam (P(S) = 0.3). Among spam, the word "viagra” appears in 40% of mes-
sages (P(V|S) = 0.4). Among legitimate email, it appears in 0.1% (P(V|S) = 0.001). What's the probabil-

ity an email is spam given it contains "viagra”?

(0.4)(0.3) 012

04X03) + (000107) _ 01207 ~ >4

P(S|V) =

Even though only 0.1% of legitimate email contains the word, the strong asymmetry between spam-
likelihood and ham-likelihood pushes the posterior to near-certainty. Real spam filters extend this to
thousands of features (a “naive Bayes” classifier multiplies the contributions of independent words), but

the core math is exactly this.
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The Base Rate Fallacy

The base rate fallacy is the habit of ignoring P(H) and treating the likelihood P(E|H) as though it were the
posterior P(H|E). People do this constantly:

The fix is a one-line discipline: always ask ”how common is this underlying condition before any evi-

dence?” That’s your prior. Without it, the math goes wrong, and the conclusion goes wrong with it.

The base rate fallacy is one of the most-replicated findings in cognitive psychology. Daniel Kahneman and
Amos Tversky studied it for decades, and it’s one of the central examples in Kahneman’s Thinking, Fast
and Slow. Even trained doctors get it wrong on classroom problems involving disease test interpretation,

which is why hospitals increasingly publish positive predictive values alongside test sensitivities.

Bayesian Updating in Practice

You don’t always need a calculator to think Bayesian. The mental shortcut: a posterior moves toward the

likelihood ratio, weighted by the prior.

This is how rational people change their minds. Not in one leap, but in calibrated steps as evidence accu-
mulates. Risk assessment uses Bayesian updating to refine probability estimates as projects unfold and

reality contradicts (or confirms) the original plan.

The likelihood ratio is the cleanest way to think about evidence strength: LR = P(E|H)/P(E|-H). An LR
of 10 means the evidence is 10 times more likely under the hypothesis than under its negation. Multiply
LRs across independent observations and your posterior odds update accordingly. This is the backbone
of evidence-based medicine, where diagnostic tests are often reported in terms of likelihood ratios pre-

cisely because they update naturally with Bayes’ Theorem.

A Brief History

The theorem is named for the Reverend Thomas Bayes, an 18th-century English Presbyterian minister
and amateur mathematician. He never published the result during his lifetime. After his death in 1761,

his friend Richard Price found the manuscript and submitted it to the Royal Society in 1763.

gauravtiwari.org Page 5


https://gauravtiwari.org/the-mathematics-of-risk-assessment/
https://gauravtiwari.org/
https://gauravtiwari.org/study-notes/bayes-theorem/

For nearly two centuries, Bayes’ Theorem was viewed by mainstream statisticians as philosophically du-
bious because it required prior probabilities, which seemed subjective. The frequentist schoolled by R.A.
Fisher and Jerzy Neyman dominated 20th-century statistics, and Bayesian methods were quietly side-

lined.

The Bayesian revival came in the late 20th century for two reasons. First, computers made it possible to
run the heavy numerical integration that Bayesian inference often requires (Markov Chain Monte Carlo,
or MCMC, became practical in the 1990s). Second, machine learning quietly adopted Bayesian think-
ing everywhere, naive Bayes classifiers, Bayesian networks, probabilistic programming, variational in-
ference. Today Bayesian methods are mainstream across data science, machine learning, and applied

statistics.

Where Bayes' Theorem Shows Up

Spam filters. Update probability that a message is spam given the words it contains. Naive Bayes is fast,
robust, and surprisingly effective for text classification. Medical diagnosis. Combine prevalence, test
sensitivity, and test specificity into a real probability of disease. The standard NHS and CDC guidance
for interpreting test results uses Bayesian reasoning under the hood. A/B testing. Bayesian methods re-
port posterior probabilities of one variant winning rather than p-values. Tools like Optimizely and VWO
have embraced Bayesian reporting because it answers the actual business question (”is variant B bet-
ter?”) instead of the confusing frequentist alternative ("would we see a result this extreme by chance?”).
Search and recommendation. Update relevance estimates as users click or skip results. This is the ba-
sic Bayesian model behind ranking algorithms. Insurance and risk pricing. Refine premiums as claims
history accumulates. Credibility theory in actuarial science is essentially Bayesian updating of expected
loss rates. Forensic science. Likelihood ratios for DNA evidence, fingerprints, and document analysis
are presented to courts using Bayesian frameworks. The ”prosecutor’s fallacy”, confusing P(E|innocent)
with P(innocent|E), is a textbook Bayesian error that has overturned wrongful convictions. Cybersecu-
rity. Anomaly detection systems compute the posterior probability that a behavior is malicious given an

observed pattern. False positive rates that ignore base rates produce alert fatigue and missed real attacks.

Common Mistakes to Avoid

Confusing P(E|H) with P(H|E). They're different probabilities. The probability of seeing evidence given

a hypothesis is not the same as the probability of the hypothesis given the evidence. This is the classic

gauravtiwari.org Page 6


https://gauravtiwari.org/best-data-science-courses/
https://gauravtiwari.org/best-machine-learning-courses/
https://gauravtiwari.org/
https://gauravtiwari.org/study-notes/bayes-theorem/

error behind the prosecutor’s fallacy. Ignoring the base rate. Without P(H), you can’t compute the
posterior. A 99% accurate test on a 0.1% prevalence condition still produces mostly false positives. As-
suming independence when it doesn’t hold. Naive Bayes works because it assumes features are con-
ditionally independent. When features are strongly correlated, the math overcounts evidence and the
posterior gets pushed to extremes. Picking convenient priors. Priors should reflect honest beliefs be-
fore evidence. Cherry-picking a prior to push the posterior in a desired direction is data manipulation,
not Bayesian reasoning. Stopping after one update. Bayesian inference is a continuous process. New
evidence changes the posterior, and the new posterior becomes the prior for the next round of updating.

Treating it as a one-shot calculation misses the point.

Bayesian vs Frequentist: A Quick Note

Frequentist statistics treats probability as long-run frequency of repeated events. Bayesian statistics
treats probability as degree of belief that updates with evidence. Bayes’ Theorem itselfis a mathematical

fact both schools accept; the disagreement is about whether priors are legitimate inputs to inference.

In practice, Bayesian methods give you direct probability statements ("there’s a 73% chance variant B is
better”). Frequentist methods give you confidence intervals and p-values, which require careful inter-
pretation and are routinely misread even by trained scientists. Most modern data analysis blends both,

Bayesian for direct interpretation, frequentist for calibration and large-sample efficiency.

Bayesian Inference vs One-Shot Updating

One-shot updating treats Bayes’ Theorem as a single calculation: take a prior, multiply by a likelihood,
divide by the marginal, get a posterior. Bayesian inference is the broader practice of doing this continu-

ously as data arrives.

In sequential Bayesian inference, today’s posterior becomes tomorrow’s prior. Over many rounds of ev-
idence, the posterior converges to the truth even if the initial prior was imperfect, provided the priors
weren’t degenerate (assigning zero probability to the truth) and the evidence is informative. This is why
Bayesian methods are robust to mildly bad priors but catastrophic when a prior assigns zero probability

to a hypothesis that turns out to be true.

Modern probabilistic programming tools, Stan, PyMC, TensorFlow Probability, automate Bayesian in-

ference for complex models that would be impossible to update by hand. Markov Chain Monte Carlo
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(MCMC) and variational inference are the two dominant computational engines.

Conjugate Priors

For some prior-likelihood pairs, the posterior comes out in the same family as the prior. These are called

conjugate priors, and they make Bayesian updating algebraically clean.

Before MCMC made arbitrary likelihoods tractable, conjugate priors were the only way to do practical
Bayesian work. They’re still useful for fast, interpretable inference and for building intuition about what

Bayesian updating does.

Likelihood Ratios in Forensics

Forensic science increasingly reports evidence as likelihood ratios because they update Bayesian poste-
riors cleanly. A DNA match might have a likelihood ratio of 10°, meaning the evidence is a billion times

more likely if the suspect is the source than if a random person were the source.

The court still needs the prior odds of guilt to compute the posterior. A 1-in-a-billion match doesn’t mean
a 1-in-a-billion chance of innocence; it means the odds of guilt have been multiplied by a billion. If the
prior odds of guilt were 1-in-10 (e.g., one suspect among 10 plausible candidates), the posterior odds of

guilt are about 108 to 1, overwhelming, but not the same as the raw 1-in-a-billion figure.

Misreading likelihood ratios as posterior probabilities is the prosecutor’s fallacy. It has overturned

wrongful convictions and is now standard material in forensic statistics curricula.

Bayesian Networks

A Bayesian network is a directed acyclic graph where nodes are random variables and edges represent
direct probabilistic dependencies. Each node carries a conditional probability distribution given its par-

ents, and the joint distribution factorizes as a product of these conditionals.

Bayesian networks let you encode complex dependency structures and compute conditional probabil-
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ities efficiently. Real applications include medical diagnosis (what’s the probability of disease X given
symptoms A, B, C, and risk factor D?), gene expression analysis, fault diagnosis in mechanical systems,

and risk assessment in safety-critical engineering.

Inference in Bayesian networks uses algorithms like belief propagation, junction tree, or variational mes-

sage passing. For large networks with continuous variables, MCMC is often the only feasible approach.
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Practice Questions

Work each question before reading its solution. The set runs from direct recall and substitution to the

applied questions that exams actually use to separate grades.

Q1. State Bayes’ theorem and name each term.

SOLUTION

P(B|A)P(A)
P(B)
P(A) is the prior, what you believed before the evidence. P(B | A) is the likelihood, how probable the

P(A|B) =

evidence is if A holds. P(A | B) is the posterior, the updated belief. P(B) totals the evidence over all ways

it can occur.

Q2. Adisease affects 1% of a population. A test catches 99% of cases but gives 5% false positives. You test

positive. What is the probability you have the disease?

SOLUTION

0.99 x 0.01 _0.0099
0.99 x 0.01 + 0.05 % 0.99 ~ 0.0594

Only about 17%, because the healthy 99% of the population generates 5 times more false positives than

PD|+) = ~ 0.167

the sick 1% generates true ones. The test is good; the base rate is brutal.

Q3. Urn A holds 3 red and 2 blue balls; urn B holds 1 red and 4 blue. You pick an urn at random, then draw
ared ball. What is the probability it was urn A?

SOLUTION

0.5 % 0.6 ~0.30
0.5%0.64+0.5%0.2 0.40

Red is 3 times likelier from urn A, so the evidence pushes the even prior to 75%.

P(A|R) = =0.75

Q4. 40% of email is spam. The word "free” appears in 60% of spam and 5% of legitimate mail. What is

the probability a message containing "free” is spam?

SOLUTION
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0.6 X 0.4 0.24
P(S = =
S0 0.6xX04+005x06 0.27

About 89%. Every real spam filter is this computation repeated over thousands of words and combined.

~ 0.889

Q5. What is the base-rate fallacy?

SOLUTION

Judging from the test’s accuracy while ignoring how rare the condition is. A 99%-accurate test for a 1-in-
10,000 condition still produces overwhelmingly false positives, because the enormous healthy majority

feeds the false-positive rate. The prior is not a technicality; it usually decides the answer.

Q6. Inthe disease problem of Question 2, you take the test a second time, independently, and it is posi-

tive again. Update the probability.

SOLUTION

The first posterior, 0.167, becomes the new prior:

0.99 X 0.167 0165 _

0.99 X 0.167 + 0.05 X 0.833 ~ 0.207 0-80

PD|++) =

Two positives lift 1% to 80%. Bayesian updating chains: yesterday’s posterior is today’s prior, which is

why doctors confirm screening results with a second, independent test.

Q7. Explain the difference between P(positive | disease) and P(disease | positive), and why confusing

them is dangerous.

SOLUTION

The first is the test’s sensitivity, a property of the machine: 99% in our example. The second is what
the patient actually needs to know: 17% in the same example. Swapping them is called the prosecutor’s
fallacy, and it has produced real wrongful convictions by presenting P(evidence | innocent) as if it were

P(innocent | evidence).

Q8. Ifevent Bisindependent of A, what does Bayes’ theorem say about the posterior?

SOLUTION

Independence means P(B | A) = P(B), so the formula collapses to P(A | B) = P(A): the posterior equals
the prior. Evidence thatis equally likely either way teaches you nothing, whichis exactly what the formula

reports.

Q9. Machine 1 makes 50% of a factory’s output with 2% defects, machine 2 makes 30% with 3% defects,
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machine 3 makes 20% with 5% defects. A random item is defective. Find the probability it came from

machine 3.

SOLUTION

Defect contributions: 0.5 x 0.02 = 0.010, 0.3 x 0.03 = 0.009, 0.2 X 0.05 = 0.010. Total 0.029.

0.010

The smallest machine produces over a third of the defects, because its defect rate outweighs its small

share.

Q10. A weather model says rain on 30% of days. When it rains, the morning is cloudy 80% of the time;

on dry days, 40%. This morning is cloudy. Find the probability of rain.

SOLUTION

0.8 0.3 024
0.8%x0.3+04x%x0.7 0.52

Clouds lift the chance from 30% to 46%: real evidence, but far from certainty, since dry cloudy mornings

~ 0.46

P(R|C) =

are common too.
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Answer Key

QUICK ANSWERS

Q1 posterior = likelihood X prior /evidence Q2 aboutl7% Q3 0.75 Q4 about89% Q5 ignoring

the prior prevalence

Q6 about80% Q7 sensitivity vsthe patient’s question; they differ by theprior Q8 posterior = prior;

the evidence is uninformative Q9 about 0.345 Q10 about46%

Revision Sheet

The formula

P(B| A)P(A)
P(B)

A)P(A) + P(B | 7A)P(—A).

P(A | B) = , with P(B) = P(B |

The3roles

Prior: belief before. Likelihood: evidence given

the hypothesis. Posterior: belief after.

The base-raterule

A rare condition stays improbable even after a
positive from a good test. Always multiply by the

prior.

gauravtiwari.org

Chained updates

Yesterday’s posterior is today’s prior. Indepen-

dent repeats compound the evidence.

Fast natural-frequency method

Convert to counts: out of 1000 people, 10 sick (10
test +), 990 healthy (50 test +). Then 10/60 read

off directly.

The fallacy to avoid

P(evidence | hypothesis) # P(hypothesis |

evidence).
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chemistry, and biology: the concepts that keep deciding grades in high school, board, and entrance

€exams.
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Gaurav Tiwari is a developer, educator, and founder of Gatilab. The study-notes series exists because
most exam prep material is either a full textbook or a thin definition page, and revision needs something

in between: one concept, complete, with the traps named and the practice attached.
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Every note in the series is free to read online and free to download as a PDF like this one. Browse the
complete collection at gauravtiwari.org/free-study-notes-exam-prep and pick the topics your next
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